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1.2

1.3

1.4

1.5

Preface
Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at _http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to OFSS Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:

. Introduction
. Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.2.0.0.0, refer to the
following documents:

e User Manual Oracle Banking Digital Experience Installation Guide
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2. Pre-requisite step:
2.1 To create groups and user in IDCS

Access your Oracle Identity Cloud Service instance (for example: https://<tenant-base-
url>/ui/vl/adminconsole) and log in with your Identity Domain Administrator credentials.

Glossary of Parameters:

<tenant- Tenant name of your IDCS instance

name>

<tenant- Tenant base URL used to access your IDCS

base-url> instance

<base-url> Base URL used to access your IDCS instance
without tenant name

Click on Add a group button shown below.

= = Identity Cloud Service @

Here's what you can do:

Welcome admin@oracle.com

Onboarding Users and Groups ~ ® Performing Self-Service
‘ Onboarding Applications Diagnostics

‘ Watch the Video | Learn More Auditing the System, Users, * Customizing the Service
| and Groups ¢ Performing End-User Self

‘ What's New Managing Security Settings Service

Filter by Date Range Last 30 Days v

190 & 50 &

Total

9 0 8 0 0 0

Created Removed Created Removed Created Remaved

27 ? 219 d s =

Tmtn

Enter the group name and group description for ‘administrator’ as shown below.
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Add Group X

Step 1: Groups Details
* Name administrator

Description Acministrator{

User can req uest access

Click Finish. You will get a message ‘Group administrator has been successfully added.’

On Groups screen, click on Create a group button. Enter the group name and group description
for ‘retailuser’ as shown below.
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Add Group X

Step 1: Groups Details

Description = Retail User

7
User can request access

Click Finish. You will get a message ‘Group retailuser has been successfully added.’

On Groups screen, click on Create a group button. Enter the group name and group description
for ‘corporateuser’ as shown below.
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Add Group X

Step 1: Groups Details
* Name corporateuser

Description Corporate UserI

L
User can request access

Click Finish. You will get a message ‘Group corporateuser has been successfully added.’

Click on Add a user button on Dashboard screen as shown below.
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= 3 Identity Cloud Service @

Here's what you can do:

Welcome admin@oracle.com

Onboarding Users and Groups & Performing Self-Service

Onboarding Applications Diagnostics

Auditing the System, Users, s Customizing the Service
and Groups * Performing End-User Self

| Managing Security Settings Service

| Watch the Video | ‘ Learn More

| What's New

Filter by Date Range Last 30 Days -

[ v
190 M S0 & 9 v
Total

Tota Total

9 0 8 0 0 0

Created Removed Created Removed Created Removed

D7 ? 218 d 5 =

On the next screen, enter details of a new user ‘superadmin’ shown below.

Add User X

Step 1: Add User Details

The user name will be used to log in, and the email address will be flagged as the primary email address for the user.

* First Name super

* Last Name  admin

* "
User Name Sifeeslnly

* Email john.doe@domain.com

[-1lJse the email address as the user name

IDCS-OBDX Setup Guide 10




Click Next. You will get a list of existing groups in IDCS to which the user ‘superadmin’ can be
assigned. Select group ‘administrator’.

Add User x

Step 2: Assign User to Groups (Optional)

Selected: 1 Clear Selection

-

(] Admin MNew role for PSD2 purpose

i!'.-: administrator Administrator

(] Administrators Administrators

(] Anonymous Anonymous

(] corporateuser Corporate User

(] Customer Customer

= Onerators Onerators T

Page 1 of 1 (1-8 of 8 items) Back

Click Finish. The user ‘superadmin’ will be created and assigned ‘administrator’ group.

2.2 Install OpenSSL

Eg. [root@obdxohs devops]# yum install openssl*

2.3 OAM installation not required

Oracle Access Manager installation is not required for this setup.
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3. Apply Oracle OPSS SCIM Identity Store OPatch on
Weblogic server

Download the patch from the below link.

ARU 22260908

Extract the zip on weblogic machine.

Shutdown Managed and Admin weblogic server.

Glossary of Parameterized path:

oracle-home-path Oracle Home path of Fusion Middleware Application
(Weblogic/OHS)

jre-path Location where jre is installed

local-patch-path Location where relevant patch folder is stored locally. Eg.

Location of 27644158 folder

weblogic-domain- Location where weblogic domain is installed
path

jdk-path Location of JDK

ohs-domain-path Location where OHS domain is installed

Run below commands on Weblogic machine.
[devops@obdxwls ~]$ export ORACLE HOME=<oracle-home-path>

Eg. export ORACLE HOME=/home/devops/Oracle/Middleware/Oracle Home/

[devops@obdxwls ~]$ export PATH=$SPATH:<oracle-home-path>/0OPatch/

Eg. export
PATH=SPATH: /home/devops/Oracle/Middleware/Oracle Home/OPatch/

[devops@obdxwls ~]$ opatch lsinventory -jre <jre-path>

Eg. opatch lsinventory -jre /home/devops/jdkl8/jre/

[devops@obdxwls ~]1$ cd <local-patch-path>
Eg. cd /scratch/obdx/wls/p27644158 122130 Generic/27644158/

[devops@obdxwls 27644158]$ opatch apply

IDCS-OBDX Setup Guide 12
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Press ‘y’

#P @obdowsy/scratch/obdx/wls/Setup/ 27644158
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4. Extending Weblogic Domain to load ‘Oracle OPSS SCIM
Identity Store’ template

Run the below commands.

[devops@obdxwls fmwconfigl$ cd <ORACLE-HOME-
PATH>/oracle common/common/bin/

Eg. cd
/home/devops/Oracle/Middleware/Oracle Home/oracle common/common/bin/

[devops@obdxwls bin]$ ./wlst.sh

[This will take you to Weblogic Server Administration Scripting Shell]

Run the below commands in wist :

wls:/offline>readDomain ("<weblogic-domain-path>")

Eg. readDomain ("/home/devops/domain/obdx domain")

wls:/offline/obdx domain>selectTemplate ("Oracle OPSS SCIM Identity
Store")

wls:/offline/obdx domain>loadTemplates ()
wls:/offline/obdx domain>updateDomain ()
wls:/offline/obdx domain>closeDomain ()

wls:/offline/obdx domain>exit ()
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2P @obdawlsi~/Orac /Oracle_Home/oracle_common/c L -
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5. Change JPS configurations

Add the following to the jps-config.xml at <weblogic-domain-path>/config/fmwconfig/
Remove GenericldentityStoreProvider serviceProvider inside <serviceProviders> tag:

e  <serviceProvider
class="oracle.security.jps.internal.idstore.generic.GenericldentityStoreProvider"
name="custom.provider" type="IDENTITY_STORE">
<description>Custom IdStore Provider</description>
</serviceProvider>

Remove idstore.custom servicelnstance inside <servicelnstances> tag:

e  <servicelnstance location="dumb" name="idstore.custom" provider="custom.provider">
<description>Custom Identity Store Service Instance</description>
<property name="idstore.type" value="CUSTOM"/>
<property name="ADF_IM_FACTORY_CLASS"
value="com.ofss.sms.dbAuthenticator.providers.db.DBldentityStoreFactory"/>
<property name="DATASOURCE_NAME" value="DIGX"/>
</servicelnstance>

Inside the <jpsContext name="default"> tag, if idstore.custom is present, then:

e Change <servicelnstanceRef ref="idstore.custom"/> to <servicelnstanceRef
ref="idstore.scim"/>

IDCS-OBDX Setup Guide 17



6. Create an OBDX Client Application in IDCS Console

Go to IDCS Admin Console - Enter Admin user name and Password.
On Applications tab - Click on + sign - Confidential Application
OBDX Client application details in IDCS:

Name Is the OBDX Client Application Name in IDCS.
Give a suitable name.

connection_schem http or https

e

webserver_host_n Host name of web server

ame

webserver_port Port of web server

Application URL <connection_scheme>://<webserver _host name

>:<webserver_port>

Redirect URL <Application URL>/oauth/callback
Primary Audience <Name>

Secondary <Application URL>

Audience

Add Application

App Catalog Add an application from the Application Catalog,

SAML Application Create an application that supports SAML for Single Sign On.

Create a mobile/single-page application that uses OAUth 2.0, These applications

Mobile Application ;
cannot maintain the confidentiality of their client secret.

Create a web-server/server-side application that uses OAuth 2.0. These apps

Confidential Application N
typically run on a server and can maintain the confidentiality of their client secret.

IDCS-OBDX Setup Guide 18



Add Confidential Application

Cancel ®

Next >
Details Client Resources Web Tier Policy Authorization

App Details

* Name OBDX182Installer

Description

Application Icon

Upload

Application URL  http://mum00afd.in.oracle.com:14777
Custom Login URL

Custom Logout URL

Upload

Application URL  http://mum00afd.in.oracle.com:14777
Custom Login URL
Custom Logout URL
Custom Error URL

Linking callback URL

Tags
Add tags to your applications to organize and identify them. A tag consists of 3 key-value pair,

+ Add Tag

Display Settings

Display in My Apps [

User can request access (¥

Click Next.

W

Identity Cloud Service @

Add Confidential Application

< Back O [ ]

Next >
Details Client Resources Web Tier Policy Authorization

® Configure this application as a clientnow O Skip for later

Authorization
Allowed Grant Types g Resource Owner  [# Client Credentials () JWT Assertion (] SAML2 Assertion [ RefreshToken @ Authorization Code

O Implicit [ Device Code
Allow non-HTTPS URLs @
* Redirect URL  httpy//mum00afd.inoracle.com:14777/c
Logout URL
Post Logout Redirect URL
Security [JTrusted Client  Certificate | Import

Allowed Operations & |ntrospect @ On behalf Of

IDCS-OBDX Setup Guide 19



Resource Protected

No data to display.

Grant the client access to Identity Cloud Service Admin APls

+ Add

App Roles

Application Administrator
Kerberos Administrator
Me

Security Administrator
User Administrator
Signin

Self Registration

Identity Demain Administrator

Click Next.

Add Confidential Application

< Back Qo o ®

Details Client Resources

Expose APls to Other Applications
Specify the APl that need to be protected.

® Configure this application as a resource server now ) Skip for later

Configure application APls that need to be OAuth protected

Access Token Expiration 3,600 Vv A seconds

Is Refresh Token Allowed [

Refresh Token Expiration 6048 seconds

* Primary Audience  OBDX182Installer

Secondary Audiences

Secondary Audience

http://mum00afd.in.cracle.com:14777

IDCS-OBDX Setup Guide
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Scope

Protected

No

No

No

No

No

No

No

Protected

No
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Add Scope

*
Scope  accounts

Description  App will access your accounts

Requires Consent

® Configure this application as a resource server now Skip for later o

Configure application APls that need to be OAuth protected

Access Token Expiration ' 3,600 ¥ A seconds
Is Refresh Token Allowed [

Refresh Token Expiration 604,800 seconds

* Primary Audience  OBDX182Installer

Secondary Audiences Add
Secondary Audience Protected
http://mumo0afd.in.oracle.com:14777 No x
Scope Protected Description Requires Consent
accounts No App will access your accounts true X
protected No Scope for protected resources false x
payments No App will make payment on your behalf true X
Token Issuance Policy @
Authorized © Al
Resources O Tagged
® Specific
Resources
+ Add Scope
Resource Protected Scope
R o OBDX182Installeraccounts *
OBDX182Installer No OBDX182Installerprotected *
OBDX182Installer No (OBDX182Installerpayments *
Grant the client access to Identity Cloud Service Admin APIs
+ Add -e

Note down the name of protected scope above.
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allowed_scope_name_of Name of Protected scope. Eg.
protected _in OBDX Clie OBDX182Installerprotected

nt_App

Next Go to Web Tier Policy tab.

I
O\

Identity Cloud Service

Add Confidential Application

< Back O ©) 0]

Details Client Resources

Web Tier Policy

[ ]
Web Tier Policy

Use this page te configure, edit, and validate a web tier policy. Additionally. you can import and export existing policies.

Configure Web Tier Policy for this application ~ ®  Skip for later

Click Next.

Il
[\

Identity Cloud Service

Add Confidential Application

< Back ] O (@]

Details Client Resources

Authorization

Enforce Grants as Authorization

Click on Finish.

IDCS-OBDX Setup Guide
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Next >
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Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

Client ID

Client Secret

You will get Client ID and Client Secret on successful creation.

Glossary of parameters:

<client id of OBDX client in IDCS> Client ID given above
<client secret of OBDX client in IDCS> Client Secret given above
= z Identity Cloud Service @ :

Applications > OBDX182Installer

OBDX182Installer 0 scve TR

Details | Configuration ~ Web Tier Policy ~ Users  Groups

App Details

Application Type Confidential Application
* Name OBDX182Installer

Description

Application leon {\5
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Click on Activate button.
Search for created application and go to Groups tab.

installer 1/15 A v X _

= ? Identity Cloud Service

Applications > OBDX182Installer

OBDX182Installer R

Detsils  Configuration ~ Web Tier Policy ~ Users | Groups

No groups are assigned to this application.

Assign Groups

Click on Assign.

Assign Groups

Admin New role for PSD2 purpose
administrator  Administrator

Administrators. Administrators.

All Users A group representing all users.
Anonymous Anonymous

corporateuser  Corporate User

Customer Customer

Operators Operators

retailuser Retail User

Page 1 of 1 (1-9 of 9 items)

Click Add.
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Applications > OBDX182Installer L

@D oBDX82Installer b omie

Details  Configuration ~ Web Tier Policy ~ Users | Groups

o, O select Al =+ Assign Revoke

@ administrator
@ corporateuser
@ retailuser

Above groups are added.
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7. Configure OPSS IDCS Identity Store Service

1. Back up jps-config-jse.xml at <weblogic-domain-path>/config/fmwconfig/

2. Prepare a command property file named opss_idcs_cmd.props

opss_idcs_cmd.props:

command=setIdStoreService

jse.only=true
path=<weblogic-domain-path>/config/fmwconfig/jps-config-jse.xml
idstore.type=SCIM
idcs.config.url=https://<tenant-base-url>:443/.well-known/idcs-
configuration
oauth.client.identity.domain=<tenant-name>
ocoauth.client.id=<client id of OBDX client in IDCS>
oauth.client.secret=<client secret of OBDX client in IDCS>
oauth.client.key=

oauth.client.map=

oauth.client.timeout.window=

oauth.client.scope=

scim.client.connect.timeout=
scim.client.read.timeout=

scim.pagesize=

identity.domain=

allowed.identity.domains=
idcs.config.truststore=kss://system/trust
certfile.path=

cert.alias=idcsca

3. Go to <jdk-path>/bin
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Run below command

java —classpath <oracle-home-path>/oracle_common/modules/oracle.jps/jps-manifest.jar
oracle.security.jps.internal.tools.configuration.ldap.LdapServiceEnabler -props <local-path-of-
opss_idcs_cmd.props>

4. To provide cert to SSL connection:

Start the Weblogic Admin server.

Download the IDCS certificate from IDCS My console. ‘https://<tenant-base-url>
/ui/v1/myconsole’.

HIapps [0 Vi JIRA 17.1 Ksupp 17.2 Ksupp Origination 181 & 182 183 OracleLive Q) Webe)

General Detalls | Certification Path

Show: | <all> ~
X
Field value ~
Version v €« Certificate Export Wizard
Serial number 053504cd es fodfeb odbo..,
Signature algerithm sha256RsA
Signature hash algorithm sha2ss Export Fl Format
fosuer DigiCert SHA2 Secure Server Certificates can be exported in 2 variety of fie formats.
Vald from Thursday, December 7, 2017
Vald to Friday, March 8, 2018 5:30:00.
S it * icantity +Gelaun) arGnsrta -
Select the format you want to use:
(ODER encoded binary X.509 (.CER)
(®) Base-64 encoded X.508 {.CER)
Copy toFile...
oK
[ Net || Cancel
Sign|

Login to weblogic Enterprise Manager (EM) and Import this certificate in EM as ‘idcsca’ under
kss:/Isystem/trust.
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WebLogic Domain v weblogic v ===

ORACLE'Enterprise Manager Fusion Middieware Control 12¢

obdx_domain @ Tyv EAv |AutoRefresh OF v

Oct 12, 2018 11:16:54 AM UTE )

@ Infc 3]
Cert len you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Monitoring »
serve  Diagnostics »
on Server
Control »
Name  AdminServer

Logs »
Environment ) Securly Realms le.com
Deployments Securtty Administration

CluSt  jo5c Daia Sources Web Service Security
Messaging b Application Policies
Cross Component Wiring »  Application Roles

=4
Web Services »  System Policies
. : cPu

Other Servicss b Securty Provider Configuration  juster Machine State Health Listen Port 300 ea) u

Deple

Audit Registration and Policy
Aaminitraon 4 Running oK 14001 0.00 5
Refresh WebLogic Domain Credentials ldx_cluster Hostt Shutdown Unknown 14003 Unavailable  Unavai
Securty » Keystore i R
INDI Browser Columns Hidden 34 Servers 2012
ORACL € Enterprise Manager Fusion Middeware Control 12c T WebLogic Domain ¥ webiogic ¥ 5
obdx_domain @
& WebLogic Domain v Oct 12, 2018 11:22:38 A UTC %)

/Domain_obdx_domain/obdx_domain > K

Keystore

The Keystore is a repository of keys and security cerlficates. These are organized into namespaces called *stripes". To work with a stripe or a keystore, select fs row in the table and select a menu option. On this page you can create a stripe, create a
keystore within a stripe, manage cerfficates in a keystore, change a keystore password, or delete a stripe or keystore.

View v =} Create Stripe  =}= Create Keystore 3¢ Delete oo Manage Change Password
Name Protection

4 [ system na
& trust Policy
& demoidentity Password
& castore Folicy
& publiccacerts Policy

b oy opss na

WebLogic Domain v weblogic ¥ E==

ORACLE Enterprise Manager Fusion Middleware Control 12¢

we  0bdx_domain @
| WebLogic Domain ¥ 0ct 12, 2018 11:23:22 AM UTE 4)

/Domain_obdx_domain/obdx_domain > Keystore > M

Manage Certificates: system/trust

To generate a new key pair (public and private key) and wrap the public key into a certificate signed by the Demo CA, click "Generate Keypair". To generate a Certificate Signing Request (CSR), select a certificate from table and click "Generate CSR"
After you create a CSR, send it to your CA who will verify your identity and return the signed certificate. To import the CA signed certificate or trusted cert, click Import. You can only import the CA-signed certificate into the same keystore from which
the CSR was generated

ew v = Generate Keypair Generate CSR | ¥, Impert Export Delete Change Password
Alias Subject Name Certificate Type  Serial Number  Certificate SHA1 Fingerprint Expiration Date
democa CN=CertGenCA, OU=FOR TESTING ONLY,0=MyOQrganization,L=MyTown,ST=MyState.C=US Trusted Certificate  0x643a8066409. ca61715b646b263c6 83 b17110994d3546a December 2, 2032
olddemoca CN=CertGenCAB.OU=FOR TESTING ONLY0=MyQrganization L=MyTown,ST=MyState,C=US Trusted Cerlificate  0xf5c82bafed03. . 8 5d49a4 125478 c7ba42a7 1438615 1eadd4 . October 25, 2022
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Import Certificate

Certificate Type  Trusted Cerificate v

™ Alias  igcsca

Certificate Source ) Paste Certificate or Certificate Chain

Paste Certificate String here

(® Select a file that contains the Certificate or Certificate Chain

* File Name.

Choose File containing a valid certificate

Choose File | idcsea.cer

ORACLG-Emerprise Manager Fusion Middleware Control 12c

mm Obdx_domain @
= WebLogic Domain v

@ Information
rusted Certificate ported successfull

Domain_obdx_domain/obdx_domain » Keystore > Manage Cerlificates

Manage Certificates: system/trust

WebLogic Demain v

weblogic ¥

Oct 12, 2018 11:23:22 AM UTC )

To generate a new key pair (public and private key) and wrap the pubiic key into a certificate signed by the Demo CA, click “Generate Keypair". To generate a Certificate Signing Reguest (CSR), select a certificate from table and click “Generate CSR".
After you create a CSR, send it to your CA who will verify your identity and retum the signed certificate. To import the CA signed certificate or trusted cert, click Import. You can enly import the CA-signed certificate into the same keystore from which

the CSR was generated.

View v == Generate Keypair Generate CSR &, Import
Alias Subject Name
democa CN=CertGenCA,OU=FOR TESTING ONLY,0=MyOrganization L=MyTown ST=MyState, C=US
olddemoca  CN=CertGenCAB,0U=FOR TESTING ONLY,0=MyOrganization,L=MyTown ST=MyState C=US
idesca CN="identity c9dev0.ocdgadev.com,0U=Oracle BMD SALT-LAKE-CITY,0=Oracle Corporation,L=Re.
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Change Password

Certificate Type
Trusted Certificate
Trusted Certificate

Trusted Certificate

Serial Number

0x64338066409...
0xf5c82hdfed03...

0x9db0b3369e5

Certificate SHA1 Fingerprint

ca6171506460263C6M 3301711099 d3546a ...
85049a4 125478 cT bad2a7 143e 615 1ealdd ..
61818e354a0825e2 cbi 12 c4119126 bbadSe 3...

Expiration Date
December 2, 2032
October 25, 2022

March 2, 2019
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8. Adding IDCS as an Identity Provider in Weblogic
Security Realms

« Domain + Resource Group Templates o WTC Servers

« Jolt Connection Pools

ain Partitions Resource Groups

« Domain Partitions « Resource Groups Diagnost
= Partition Work Managers = Log Files
How do1... = « Diagnostic Modules
« Search the configuration Environment « Deployments ® Built-in Diagnostic Modules.
« Use the Change Center o Semvers « Diagnostic Images
» Record WLST scripts » Clusters rvices « Request Performance
« Change Console preferences = Server Templates « Messaging o Archives
« Manage Conscle extensions = Migratable Targets » IMS Servers « Context
= Monitor servers « Coherence Clusters = Store-and-Forward Agents « SHMP
= Machines = JMS Modules = Interceptors
System Status =] = Virtual Hosts = Path Services
Retrieving Health Data . « Virtual Targets = Bridges Charts and Graphs
« Work Managers « Data Sources « Monitoring Dashboard &

Failed (0)
. = Concurrent Templates « Persistent Stores.
Critical (0)

[ Overlosded ) » Resource Management « XML Registries
[ Waming () « Startup And Shutdown Classes XML Entity Caches
I ok® « Foreign INDI Providers
———————————————————" | Application’s Security Settings « Work Contexts
« Security Realms « jcom

« Mal Sessions

o FileTs

. A

« 0SGi Frameworks

ORACLE WabLogic Sever dmieatonCoroe 12 B O

‘Change Center @ Home Log Out Preferences [ d Help Q ‘Welcome, weblogic‘connmed to: obdx_domain

e Home »Summary of Security Realms

Click the Lock & £4i¢ button to modify, add or Summary of Security Realms

delete items in this domain
Lock & Edit

— A security realm is a container for the mechanisms--including users, groups, security roles, security policies, and security providers—that are used to protact WebLogic resources. You can have multiple active
CET security realms in a WebLagic Server domain, but only one can be set as the default security realm, which is reserved for domain administrative purpases.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that realm.
Domain Structure
obdx_domain

Damain Partitions [p Customize this table

-Environment

Realms (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New| [Delets Showing 1to 1of 1 Previous | Next
‘ Name & Default Realm ‘
[ e [ove |

New | | Delete Showing 1to 10f 1 Previous | Next

Howdo L., =]

= Configure new security realms
« Enable automatic realm restart
o Delete security realms

« Change the default security realm

System Status

Health of Runnin Servers as of 11:14 AM
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ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Mo pending changes exist, Click the Release
Canfiguration button to allow others to edit the

Look & Edit

Release Configuration

Domain Structure
obdx_domain
F-Domain Partitions
-Environment
~Deployments
-Senvices
~Security Realms.
“Interoperability
-Diagnostics

How do L.. =

« Configure authentication 2nd identity
assertion providers

« Configure the Password Validation provider

« Manage security providers

= Set the JAAS control flag

« Re-order authentication providers

Suetam Cratuc =l

) Home Log Out Preferences [ Record Help Q
Homs »Summary of Sscury Reslms >myresim > Providars
Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

Certffication Path

a security realm. Different types of Authentication providars are designed to access different data stores, such as LDAP sarvers or DBMS.

b Customize this table

Authentication Providers

Welcome, weblogic ‘ Connected to: obdx_domain

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

No pending changes exist, Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
“Domain Partitions
~Environment
“Deployments
“Senices
“Security Realms
-Interoperability
-Diagnostics

How do L., 5l

« Delete security providers
« Configure authentication and identity

assertion providers
System Status 5l
Health of Running Servers as of 11:26 AM

Failed (0)

1.

New | | Delete | | Reorder Showing 1to 50f 5 Previous | Next
Name Description
! | DEAuthenticator 0BDX - DB Authenticator
(¥ | sQuauth Provider that performs DEMS authentication 1.0
0BDXIWT OBDX Identity Assertion Provider (JWT and OAuth) 18.2.0.2.0,344
Defaukauthenticator WebLogic Authentication Provider 10
Defaulidentityasserter WebLogic Identity Assertion provider 10
New | | Delete | | Reorder showing 1to 5 0f 5 Previous | Next
@ Home Log Out Preferences [ed] Record Help Q Welcome, weblogic ‘ Connected to: obdx_domain

Home >Summary of 5

ity Reslms >myresim >Providers
Delete Authentication Providers
Yes| [He

Delete

Are you sure you wiant to delete the fallowing items?
« DBAuthenticator
- SQLAUth

Yes| [Ne

2. Create a New Provider.

. Name : IDCSAuthenticator

e  Type : OracleldentityCloudIntegrator
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Delete DBAuthenticator and SQLAuth from the list of Authenticator Providers.
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ORACLE Wesioge sevr ramaera o 2 B o

Change Center & Home Log Out Preferences [& Record Help Q Welcome, weblogic ‘ T ——
View changes and restarts Homa »Summary of Securty Reslms > myresim > Providers
Pending changes exist. They must be activated Create a New Authentication Provider
to take effect
| & hdvaloChanges | LoK] || Cancel]

Create a new Authentication Provider

‘The following properties will be used to identify your new Authentication Provider,
= Indicates required fields

Domain Structure

obdx_domain
-Domain Partitions
T-Environment The name of the authentication provider.
eployments
“Name: IDCSAuthenticator
Security Realms
#-Interoperability
-Diagnostics ‘This is the type of authentication provider you wish to create.
Tvpe: OracleldentityCloudintegrator v
0K Cancel
HowdoI... B

« Menage security providers

« Configure authentication and identity
assertion providers

System Status B

Heaith of Running Servers as of 11:26 AM

[ Fald(®)
Critical (0)

3. IDCSAuthenticator > Configurations > Common
e  Control Flag: SUFFICIENT
e Active Types:
i. Available: Idcs_user_assertion

ii. Chosen: idcs_user_assertion, Authorization, IDCS_REMOTE_USER,
REMOTE_USER

ORACLE WebLogie Server Admnstston s 26 B o

Change Center @ Home Log Out Preferences (& Record Help QU Welcome, weblogic ‘ Connected to: obdx_domain
View changes and restarts Home > Summary of Sacurity Resim »myresim Providers >myresim Providers > IDCSAuthenticator
o pending changes exst. Click the Release Settings for IDCSAuthenticator
Configuration button to allon others to edit the
domain. Configuration
I Common | Provider Specific
Release Configuration
Save
Domain Structure
obdx_domain Use this page to define the common configuration of this Oracle Identity Cloud Intearator Provider.
~Domain Partitions
@ Name: IDCSAuthenticator The name of this Oradle Identity Cloud Integrator Provider. More Info.
-~ Securty Realms 4] Description: Provider that performs identity assertion for Oracle Identity Cloud Service tokens A short description of this Oracle Identity Cloud Integrator Provider. More Info..
B Interoperability
~Diagnostics 5 version: 10 The version number of this Oracle Identity Cloud Integrator Provider. More Info...
5 Control Flag: SUFFICIENT v Specifies how this Oracle Identity Cloud Integrator provider fitsinto the login
sequence.  More Info.
@ Active Types: ‘The token type this Oracle Identity Cloud Integrator provider uses for
Available: Chosen: authentication.  More Info...
How do L. ] Tdcs_user_assertion idcs_user_assertion
« Configure authentication and identity < Authorization
assertion prav » REMOTE_USER
« Configure the Password Validation provider
« Set the JAAS control flag N
« Manage security providers &K
System Status =] ‘
- . _ . 41 Rasefid Necadinn Reauiced-  falon Nietermines whether the reaiiest header wali ar cnnkie valie mict he Rasefd v

4. IDCSAuthenticator > Configurations > Provider Specific
e Port: 443
e Tenant Names: <tenant_name>
e SSLEnabled: True
e Client IDResource Attribute: client_id
e Client Id: <client_ID_of OBDX_client_in_IDCS>
e Client Tenant: <tenant_name>

e Tenant: <tenant_name>
IDCS-OBDX Setup Guide 32



. Host: <base-url>

e Client Secret: <client_secret_of OBDX client_in IDCS>

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

obdx_domain
~Domain Partitions
- Environment
~Deployments
“senvices
~Security Realms
- Interoperability
~Diagnostics

How do L.. =]

« Configure authentication and identity
assertion providers.
- Setthe J4as control flzg

« Manage security providers

System Status El
Health of Running Servers as of 11:33 AM

I Fakd)
I citical (0)
[ Overloaded (0)
I Waming (0)
[ oK (1)

‘General

Connect Timeout:

Response Read Timeout:

Settings for IDCSAuthenticator
Configuration
Common | Provider Specific
| save]

This page allows you to configure additional attributes for this security provider.
Connection

Host:

identity.cIdevD.oc9gadev.cor

443

¥ sSLEnabled

Tenant:

Client Id: ce17bcdesbadqdidbe21e1b!

Client Secret:

Confirm Client Secret:

Client Tenant:

Caching

[#I Cache Enabled

User Authentication Assertion Attribute:

User Name Resource Attribute:

User ID Resource Attribute:

client ID Resource Attribute:

Tenant Header Names:

X-USER-TIDENTITY-SERVICE-GUID
X-USER-IDENTITY-DOMAIN-NAME
X-RESQURCE-IDENTITY-SERVICE-GUID
X-RESQURCE-IDENTITY-DOMAIN-NAME

Application Name Filter Header Name:

Token validation

Token Validation Level:

4
300
60
userName
id
2

X-RESOURCE-SERVICE-IN

NORMAL v

obdx-tenant01

obdx-tenant01

The host name used to connect to the Orade Identity Cloud Service. More Info...
The port number used to connect to the Oracle Tdentity Cloud Senvice. More Info...

Specifies whether the TLS/SSL protocol is used when connecting to the Oracle
Identity Cloud Senvice. More Info.

The name of the primary tenant where users and groups reside from the Oradle
Identity Cloud Service. When the primary tenant is not configured, the user
authentication processing must identiy the tenant name. ~ More Info...

The Client 1d used when retrieving tokens from the Oradle Identity Cloud
Senvice. Mare Inf

The Client secret used when retrieving tokens from the Oradle Identity Cloud
Senice. More Info...

“The tenant in which the Client Id resides from the Oracle Identity Cloud Service,
When o dient tenant name is configured, the tenant configured for the provider is
used. More Info...

Specifies whether to cache the Orade Identity Cloud Service user's
information,  More Info...

The maximum time to wait, in seconds, for the connection to the Oracle Identity
Cloud Service to be established. More Info...

The maximum time to wait, in seconds, for a response from the Oracle Identity
Cloud Service. More Info...

Used for User Authentication and Assertion. The default value results in the use of
the attribute configured by the Oracle Identity Cloud Service. More Info...

SCIM User resource type attribute that specifies the name of the user. More Info...

SCIM User resource type attribute that specifies the ID (GUID) of the user. More
Info...

Used for Client ID App Assertion. The default value results in the use of the attribute
configured by the Oracle 1dentity Cloud Service. More Info...

The names of HTTP headers sent on requests to the Oradle Identity Cloud Service
that are used to determine the tenancy during authentication. More Info...

The name of the HTTP header used to determine the application name applied when
filtering the authentication and assertion requests to the Orade Identity Cloud
Service. When no value s supplied or can be determined, requests are not filtered
by an application. More Info...

The level of validation performed on Qradle Identity Cloud Service tokens passed to
the Identity Asserter. Valid values areFULL, NORMAL, SIGNATURE andNONE. More

5. Reorder IDCSAuthenticator to the top of all providers.
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ORACLE WebLogic Server Administration Console 12¢ (S -
Change Center @ Home Log Out Preferences [4] Record Help Q Welcome, wdﬁhgic‘cnnneﬂeﬂ to! obdx_domain
View changes and restarts Home >Summary of Security Realms >myrealm >Providers >myrealm >Providers >IDCSAuthenticator >Froviders >IDCSAuthenticator >Providers
Pending changes exist. They must be activated | | Reorder Authentication Providers.
to take effect.
& actaie Changes oK | [ cancel]
Undo All Changes Reorder Authentication Providers
You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you con aler the authentication sequence.
Domain Structure
obdx_domain Select authenticator(s) in the list and use arrows to move them up and dovn in the ist
omain Paritions
-Environment 5] Authentication Providers:
~Deployments
~Senices
~-Security Realms ) oBoxawt -
“Interoperability [ DefaultAuthenticator -
Diagnastics (] DefaultidentityAsserter -
-
=
How do L. | | ekl ‘\M
- Re-order authentication providers
« Setthe JAAS control fiag
System Status =]
Health of Running Servers as of
Failed (0)
ciitcal (0)
T Avedaadad imy e

ORACLE Westogi server rmasctncasse 12 B o}

Change Center @ Home Log out Preferences & Record Help ‘ Q Welcome, weblogic ‘ Connected to: obdx_domain
View changes and restarts Home >Summary of Security Realms >myreaim > Proders >myrealm >Providers > IDCSAuthentcator > Providers > IDCSAuthenticator >Providers
Messages
Click the Lock & £aft button to modify, add or
delete ftems in this domain. Pl changes have been activated. However 1 items must be restarted for the changes to take effect.
Lock & B, Settings for myrealm
Release Configuration = s
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Domain Structure Authentication | Password Validation | Authorization || Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
obdx_domain
~Domain Partitions
~Environment An Authentication provider dllows WebLogic Servar to establish trust by validating a user. You must have one Authentication provider in a securty realm, and you can configure multiple Authentication providers in
-~ Deployments 2 secunity realm. Different types of Authentication providers are designed to access diferent data stores, such as LDAP servers or DBMS.
“senices
~Security Realms
F}-Interoperability > Customize this table
“Diagnostics Authentication Providers
Click the Lock & Edlt button in the Change Center to activate all the buttons on this page.
New| [Delete | |[Reorder Showing 110 4 of & Previous | Next
Name Description Version
How do L. a
IDCSAuthenticator Provider that performs identity assertion for Oracle Identity Cloud Service tokens 10
= Configure authentication and identity OBDXIWT (OBDX Identity Assertion Provider (IWT and GAuth) 18.2.0.2.0,344
assetion providers
+ Configure the Passwiord Validation provider Defaukauthenticator ‘WebLogic Authentication Praider 10
« Manage security providers DefaulldentityAsserter ‘WeblLogic Identity Assertion provider 10
« Set the JAAS control flag New| [Delete | |[Reorder Showing 1to 4 of 4 Previous | Next
« Re-order authentication providers
System Status a .
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9. Application Server Changes

Dweblogic.security.SSL.hostnameVerifier=weblogic.security.utils.SSLWLSW

ildcardHostnameVerifier

“Security Realms
“Interoperability

Java Vendor:

~Diagnostics
BEA Home:
Root Directory:
How do L. =]
Configure start ts for Managed Class Path:
+ Configure startup arguments for Manages
o oo ¢ /scratch/obdx/uls/canfig:
« Start Managed Servers from the
Administration Console
» Shut down a server instance
A
System Status a

Health of Running Servers as of 11:46 AM

[ Fald(0)
[ citical (0)
[ overbaded (0)
[ Waming (1)
I v (1)

Add below argument to Managed server:

Staramy s Server—more

The Java Vendor value to use when starting this server. Hore Info..

The BEA home directory (path on the machine running Node Manager) to use when
starting this server. More Info

The directory that this server uses as its root directory. This directory must be on
the computer that hosts Node Manager. If you do not specify a Reot Directory value,
the domain directory is used by default, More Info...

The dasspath (path on the machine running Node Manager) to use when starting
this server. More Info.

The arguments to use when starting this server. Mare Info...

Deom. sun.xml

Deom, sun.XmL.us.transport. hitp. Httpadapter. dump=true

-%runidwp:transport

pueblogi

t_socket, servel

9.2

tnameVerifier

Deom, sun.xml.internal.us. Transport http.Httpadapter. dump=true -
Deom, sun.xmL.ws.transpert hitp. client.HttpTransportPipe. dump=true -

Deom, sun.xml. s, transpert.http. HttpAdspter. dumpTreshold=999999 -Xdebug -Xnoagent
=y,address=14343, suspend=n -
.security.sst.hestnamevVerifier-neblogic.security.utils.ssLiLswildcardros

Security Policy File:

Paccwmed:

Managed Server Start Configurations

The security policy file (directory and filename on the machine running Node
Manager) to use when starting this server. More Info...

The us

1 name to use when booting this server. More Inf

The nacewnrd nf tha camame uead ta hant tha canuar and nerfnm <srver health

Go to Home > Summary of Clusters > obdx_cluster > Configuration Tab > General Tab >
Expand Advanced Section.

Set the Value of

View changes and restarts

o pending changes exist. Click the Release

Configuration button to allow others to edit the
omain,

Lock & Edil

Release Configuration

Domain Structure.
obdx_domain
“Domain Partitions
- Servers
~Clusters
- Coherence Clusters
- Resource Groups
- Resource Group Templates
- Machines
- Virtual Hosts
- Virtual Targets
~iork Managers
- Concurrent Templates
-~ Resaurce Mananement

How do L.. El

Configure clusters

Assign server instances to clusters

Configure senver migration in a dluster
« Configure cross-cluster replication

System Status =l
Health of Running Servers 2c of 2:58 PM
[ Falkd(

Critical (0)
Overloaded (0)
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WebLogic Plug-In Enabled to yes.

Hame »Summary of Servers >Summary of Deployments >comiofss.ig.cs

nector.rar >Roles >Summary of Serve

Settings for obdx_cluster

Configuration | Monitoring | Contral | Deployments | Services || Notes

General | JTA | Messaging | Servers | Replication || Migration | Singleton Sevices | Scheduling
Save
This page allows you to define the general settings for this cluster,

Name: obdx_cluster

45 Default Load Algorithm: round-robin v

&5 Cluster Address:

4] Mumber OF Servers In Cluster Address: 3

4] Enable Transaction Affinity

] Enable Concurrent Single Activation

¥ Advanced

WebLogic Plug-In Enabled:

Overload

Health Monitoring || HTTP

Coherence

“The name of this configuration. WebLogic Server uses an Mean to implement and
persist the configuration. More Info.

Defines the algorithm to be used for load-balancing between replicated services if
none s spedified for a particular service. The round-robin algorithm cycles through a
lst of WebLogic Server instances in order. Weight-based load balancing improves on
the round-robin algorithm by taking into account a pre-assigned weight for each
andom load balancing, requests are routed to servers at random.  More

The address that forms a portion of the URL a dlent uses to connect to this duster,
and that is used for generating EJB handles and entity EJB failover addresses. (This
address may be either a DNS host name that maps to muliple IP addresses or a
comma-separated list of single address host names or 1P addresses.) More Info.

Number of servers to belisted from this eluster when generating a cluster address
automatically. This setting has no effect if Cluster Address is exlicitly set. More
Info,

If enabled, a server's transaction requests go to servers in the cluster that are
already participating in the global transaction.  More Info...

Specifies whether to allow the concurrent activation, deactivation, or restart of two

or more singleton services.  More Info...

Specifies if this cluster will receive requests from a proxy plug-in or
HitpClusterServlet. More Info. -
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10.
10.1

Change in Weblogic Deployments
Creating a Connection in Connector ear

a. Start the managed server if it is down.

b. Summary of Deployments > com.ofss.digx.connector.rar > Security > Outbound
Credential Mappings

System Status =]

Health of Running Servers as of 1:45 PH

[ Faikd(n)

| D = 10)
T Overloaded (0)
I wamina(Q)
I o (1)

ORACLE webLogic Server Administration Console 12¢

(Change Center
View changes and restarts

Click the Lock & £d/t button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

obdx_domain
F-Domain Partitions

-Diagnostics

How do I... El

= Create outbound credential mappings

« Delete outbound credential mappings

‘System Status ]
Health of Running Servers as of 2:12 PM

Failed (0)
Critical (0)
—

Ousrinadad (m

Click New.
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-~ - | obax_custer
df oradie.d b he.httpeore(1.0,12.2.1.3.0) Adminserver,
L5} Active Lbrany | i duster | G063 100
o oracle.domain.web: he.httpmime(1.0,12.2.1.3.0) ctive Ubrary | Adminserver, [ o, 100
- obdsx_cluster
i adf.oracle. domain.webapp.apache.velocity(1.0,12.2.1.3.0) Active Library | AdminServer | gy 100
5 obdx_cluster
i adf.oracle. domain.webapp.batik-bundle(1.0,12.2.1.3.0) Active Library AdminServer, [~ 100
0 obax_cluster
fe.d b 10,122130) Active Lbrary | Adminsenver, | oy 100
obdx_cluster
lfy 3¢f.orace. domain.webapp.xml-apis-ext{1.0,12.2.1.3.0) Active Ubrary | AdminServen | gigpgy 100
) obax_cluster
2 AUGMDBEAR, New z‘;h’(“ﬂ"‘f;‘ obax_cluster | Global 100
= A . Enterprise
[ BatchResourceidapter New Eopication | obdx_cluster | Glabal 100
coherence-transaction-rar Resource | AdminServer,
8 ANE | S OK | papter | obax. cluster | 963! o0
= com.ofss.digr.app. connector ew obdx_cluster | Globa
Bl rg com.ofss.digx.pp. o [ z‘;h’c“a’:;‘ bix_cluster | Global 100
] Modules:
P com.ofss. digx.connector. Resource
lapter
= E3Bs
None to display
(= Web Services
None to display
— o web Adminserver,
_DHSP\DDhmtm"(12‘2.1.1‘03 Active |4 OK Aapplication | obdx_cluster Global 5
. Enterprise
em Active | ok | ENCPTES | adminserver | clobal 00
Wy emagentsdkimplariv_jar(12.4,12.1.0.4.0) Active Library Adminserver | Global 100

@ Home Log Out Preferences [@a] Record Help Q Welcome, wzblogic‘(annzded to: obdx_domain

Home >Summary of Servers >Summary of Deployments >com.ofss.digx.connector.rar >Roles

Settings for com.ofss.digx.connector.rar

Ovenview | Configuration | Security || Control | Testing | Monitoring

Roles | Policies | Gutbound Credential Mappings | Inbound Principal Mappings | Principals

Outhound credential mappings let you map WebLogic Server userames to usernames in the Enterprise Information System (EIS) to which you want to connect using a resource adapter. You can use default
outbound credential mappings for all outhound connection pools in the resource adapter, or spedfy particular outbound credential mappings for indvidual connection pools. This page contains the table of
outbound credential mappings for this resource adapter.

b Customize this table

Outbound Credential Mappings

New| | Delete Showing 110 10f 1 Previous | Next
‘ WLS User &5 ‘ EIS User OQutbound Connection Pool ‘
‘ ‘Default ‘AES,KEY |ra/Dmx:nnnemmEs ‘

New | | Delete Showing 110 10f 1 Previous | Next
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ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lack & Edif button to modify, add or
delete items in this domain,

Lack & Edit

Release Configuraiion

Domain Structure

@ Home Log Out Preferences [ R telp Welcome, webloglc‘(nnnezled to: obdx_domain

Home »Summary of Servers =Summary of Deployments »comisfss.digs.cannector rar >Roles

Create a New Security Credential Mapping
Back] [Neat| | [Finsh] | Gancel

Outbound Connection Pool

‘Which Quthound Connection Pool would you like the cradential map to be associated with? Selecting Resource Adapter Default will configure the credential mapping for all Outbound Connection Peols in this
resource adapter. Each Outbound Connection Pool can then configure themselves to override these credentials.

obdx_domain
~Damain Parttions ] Customize this table
~Environment
~Deployments Create a Mew Security Credential Map Entry for
“Senvices Showing 1t0 10 of 12 Previous | Next
~Security Realms
~Interoperability Outbound Connection Pool 4
~Diagnostics
ra/DIGKConnectorAES
ra/DIGXConnectorPNS
ra/DIGXConnectorBIREPORTS
ra/DIGXConnectorFCH
ra/ DIGXConnectorFILEUPLOAD
Howdo L. [E]

« Create outbound credential mappings

ra/DIGXConnectorGENERICREST

®

ra/DIGXConnectorl DS

System Status ]

Health of Running Servers as of 2:12 PM

[ Fakd)
[ aitical(0)
[ Overloaded (0)
M wamina (@)

Click Next.

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lack & Edit button to modify, add or
delete items in this domain,

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Parttions
~Environment
~Deployments
~Services
~security Realms
- Interoperability
-Diagnostics.

How doL.. B

« Create outbound credential mappings

System Status ]

Health of Running Servers as of 2:14 PM

[ Fakd)
[ aiticl(o)
[ Overloaded (1)
M Wamina (0

Click Next.

ra/DIGXConnectorlP_OBDX_8U

ra/DIGXConnectorlPiM_OBOX_BU1

ra/DIGXConnector]WTOKEN

Showing 1to 10 of 12 Previous | Next

Back] [Neat| | [Finsh] | Gancel

Welcome, weblogic ‘ Connected to: obdx_domain

@ Home Log Out Preferences [ R

Hams »Summary of

d Help

vers »Summary of Daployments »com.sfes dig

srector rar > Roles

Create a New Security Credential Mapping
Back| | Next| | Finish | || Ganeel

WebLogic Server User

Select the WebLogic Sever user that you would like to map an EIS user to. Selecting ‘User for creating inital connections' wil configure the user that vill be used for creating the initial connections when the
resource adapter is first started. Selecting 'Default User' will configure the user that will be used as the default for any authenticated WebLogic Server user that does not have a credential mapping specfically for
them. Selecting ‘User for unauthenticated user wil configure the user that will be used for an unauthenticated WebLogic Server usar. If you select Configured User’ you must type in the WebLogic Server user
that you are configuring. This user must be a configured WebLogic Server user.

User for creating initial connections
® Default User
Unauthenticated WLS User
Configured User Name

WebLogic Server User Name:

Back| [Nes] | [Finsh] | [Gancel

Create a new Security Credential Mapping —

e  Qutbound Connection Pool: ra/DIGXConnectorIDCS

e  WebLogic Server User: Default

. EIS User Name: <client id of OBDX client in

. EIS Password: <client secret of OBDX client in
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IDCS>
IDCS>

37



ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Click the Lock & EdiF button to modify, add or

@ Home Log Out Preferences [2 Record Help Q

Home > Summary of Servers >Summary of Deployments > com.ofss.digx.connecor.rar >Reles

Create a New Security Credential Mapping

delete items in this domain.
Lock & Edit Back  Mext | Finish ‘ Cancel

Release Configuration EIS User Hame and Password

Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:
= Indicates required ficlds

Domain Structure

obdx_domain
Domain Partitions
Environment Enter the EIS User Name:
Deployments
Services * EIS User Name:

cel7bcdeebad44idbc21e1bE

Enter the EIS Password:

Diagnostics
* EIS Password:
* Confirm Password::
How do ... 5| | |Back| [Next | Finish ‘ Cancel

+ Create outbound credential mappings

Welcome, weblogic ‘ Connzcted to: obdx_domain

System Status a
Heslth of Running Servers as of 2:15 PM

I rald(o
[ critical (0)
[ Overloaded (0)
I warnina(0)

Click Finish.

a. Delete obdx.app.rest.idm.ear and install deployment obdx.app.rest.ear from
<Installer_Path>\OBDX_Patch_Installer\installables\app\components\obdx\deploy\obdx.a

pp.rest.ear in Installer.zip.

- . . . S e - P

1 | e rsi2.0, 2. 22.4.0) 1 0 N
j5f(2.0,1.0.0.0_2-2-8) AdminServer, [}

0 | s Active Ubrary | ereer | Global 100
jstl(1.2,1.2.0.1) AdminServer,

0 |y Active Ubrary | ey | clobal 100

(m] ﬁ\ngﬁjar(li.l-z‘ﬁ) Active Library AdminServer | Global 100
obdx.app.core.domain(18.2.0.2.0,358 AdminServer,

0| iy pp. ( ) Active Library abibe clustar Global 0
obdx.app.core.patch(18.2.0.2.0,359) AdminServer,

| iy PP, patch(; ) Active Library T Global 0
obdx.app.domain(18.2.0.2.0,353 AdminServer,

0| iy pp. ( ) Active Library abibe clustar Global 0
obdx.app.framewark(18.2.0.2.0,359) AdminServer,

0|y Active Ubrary | R eer | Global 0

(| @ gobéxapp.mds.report Hew z;“’c"a"‘fjn obdx_cluster | Global 100

| & pgobixapp fkidm New z;ﬁ"g“fﬂﬁ" obdx_cluster | Global 100

| @ gobixappsoap New | obd_cluster | Global 100 | |

0| @ pobex.app.tmer Hew z;“’c";“fjﬂ obdx_cluster | Global 100

0| = goba bpm.natif mds New z;ﬁ"g‘a""?:" obdx_cluster | Global 100 -

[ | & ppobéx.aemasystem.ubs.notiication.mda New z;ﬁ"g“fﬂﬁ" obdx_cluster | Global 100

[0 | ifyobdx.extsystem. domain(18.2.0.2.0,359) Active Library | AdminServer, | ooy o

- ebdx_cluster

[ | apyobaxthirdparty.app.domain(18.2.0.2.0,359) Active Library | AdminSenver, | gy 0

- obidx_cluster
odl.clickhistory(1.0,12.2.1) AdminServer, ]

o |y Active Ubrary | ey | clobal 100

[ | ayedl-cicknistory.webapp(1.0,12.2.1) Active Lbrary | AdminServer, | g0y 100

= obdx_cluster

- eeirEam a4 s . AdminServer. | _, T
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ORACLE' WebLogic server asmnzrston consoe 12¢ -1

Change Center @ Home Log Out Preferences @ Record Help. Q Welcome, wd)lngic‘&mneded to: obdx_domain

By e Homa > myresim - Providers » DCSAuthancator »Providers »IDCSAuthantizskar »Providers > Summary of Environmant Summary of Servers >O0BDX_MS1 >Summary of Daployments

No pending changes exist. Click the Release Delete Application Assistant
Configuration button to allow others to edi the
main. Yes| |No
Lock & Edit

Delete Deployments
Release Configuration

¥ou have selected the following deplayments to be removed from this domain configuration. Click 'Yes' to continue, or 'Mo' to cancel.

Domain Structure « obdx.app.restidm

obdx_domain
~Domain Partitions
~Environment
~Deployments
“services
~Security Realms

-Interoperability
~Diagnostics

Yes| [No

How do L.. <]

* Install an enterprise application

 Start and stop a deployed enterprise
application

« Canfigure an enterprise application
o Create a deployment plan

= Target an enterprise application to a server
instance

Waiting for mumD0afd. -

ORACLE wabLogie sorer amistaion Gore 125 B0 of

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome, wdlhgic‘&mneded to: abdx_domain
View changes and restarts Home =myreaim >Providers »IDCSALtherticator >Providers »IDCSAuthentcator >Providers > Summary of Enviranment >Summary of Servers >0BDX_MS1 >Summary of Deployments
Messages
No pending changes exist. Click the Release
Configuration button to allow others to edit the o The file obd: t.ear has been fully to x
domain
T Install Application Assistant
Release Configuration Back] [Hexi | Finish ‘ Cancel
Domain Structure Locate deployment to install and prepare for deployment
cbdx_domain Select the file path that represents the application root directory, archive file, exploded archive directory, or application madule descriptor that vou want to install. You can also enter the path of the application
~Damain Partitions directory or file in the Path field.
#-Enviranment
-~ Deployments Note: Only valid file paths are displayed below. If you cannot find your deployment files, Upload your file(s) andfor canfirm that your application contains the required deployment descriptors.
“Services i
~Security Realms Path: i C_ pl app.rest PP app.rest.ear
~Interoperability Recently Used Paths: e apn
“Diagnestics Y thirdparty.app.d
¥ tsystem. d a0p
¥ bs.notification.mdb.
Current Location: mumGdafd { home | devops { domain / obdx_domain / servers | AdminServer [ upload ] obd.app.rest.car | app
® T3 obdx.app.rest.car
How do L. 8| | [Back] [wext] |[Fiish] | [Cancer
- Start and stop 3 deployed enterprise
application
» Configure an enterprise application
» Create a deployment plan
« Target an enterprise application to & server
instance
|+ Test the modules in 2n enterprise application

Waiting for mum00afd. -
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11. Create Client Applications for Internal

IDCS Console

Client applications need to be created for below Internal applications.

1. Mobile App
Siri Chatbot

2
3. Snapshot
4

Wearable
= p’, Identity Cloud Service

Add Confidential Application

Cancel (]
Details

App Details

Client

Enter 125 or fewer characters

* Name OBDX'BE\ns'aHarMOBAPH

Descripticn

Application lcon (\)

Upload

Application URL

Add Confidential Application

Client

< Back "’
Details

® Configure this application as a client now Skip for later

Authorization

Allowed Grant Types (¢ Resource Owner

Resources

Client Credentials JWT Assertion SAML2 Assertion ¥ Refresh Token

Implicit Device Code
Allow nan-HTTPS URLs
Redirect URL
Logout URL
Post Logout Redirect URL
Security LTrusted Client  Certificate | Impeort
Allowed Operations ()] |ntrospect On behalf Of

IDCS-OBDX Setup Guide
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Add Confidential Application :

7 o o ° Next >

Details Client Resources Web Tier Policy Authorization

Expose APls to Other Applications
Specify the APIs that need to be protected.

® Configure this application as a resource server now O Skip for later

Configure application APls that need to be OAuth protected

Access Token Expiration 3,600 ¥ A seconds

Is Refresh Token Allowed

Refresh Token Expiration 604,800 ¥ A seconds
Primary Audience QBDX182InstallerMOBAPP
Secondary Audiences Add

Secondary Audience Protected

No data to display.

Identity Cloud Service @

Add Confidential Application

If
W

< Back o) O O L] Next >
Details Client Resources Web Tier Policy Authorization

Web Tier Policy

Use this page to configure, edit. and validate a web tier policy. Additionally. you can import and export existing policies.

D Configure Web Tier Policy for this application ~ ®  Skip for Iater

If
»

Identity Cloud Service @

Add Confidential Application

< Back O o O O [}

Details Client Resources ‘Web Tier Policy Authorization

Authorization

Enforce Grants as Authorization
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Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for

the application.

Client ID

Client Secret ¢

Glossary of parameters:

<client id of SNAPSHOT client>

Client Id of Snapshot app created in IDCS

<client id of MobileApp client
>

Client Id of Mobile app created in IDCS
created above

<client id of SIRICHATBOT clie
nt>

Client Id of Siri chatbot app created in
IDCS

<client id of WEARABLE client>

Client Id of Wearable app created in
IDCS

Applications > OBDX182InstallerMOBAPP

OBDX182InstallerMOBAPP

Detasils | Configuration  Web TierPolicy ~ Users  Groups

App Details

Application Type Confidential Application
* Name OBDX182InstallerMOBAPP

Description

Application leon m

Upload

Click Activate button.
Similarly, do the same for the rest.

IDCS-OBDX Setup Guide
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12.

Database Scripts (to be executed after day0 scripts)

Replace below parameters in database scripts with appropriate values as per glossary.
<tenant-base-url>

<client id of SNAPSHOT client>

<client id of MobileApp client>

<client id of SIRICHATBOT client>

<client id of WEARABLE client>

Insert into DIGX FW CONFIG ALL B

(PROP_ID,CATEGORY ID,PROP VALUE, FACTORY SHIPPED FLAG,PROP COMMENTS, SUMM
ARY TEXT,CREATED BY,CREATION DATE,LAST UPDATED BY,LAST UPDATED DATE,OBJ
ECT STATUS,OBJECT VERSION NUMBER, EDITABLE, CATEGORY DESCRIPTION) values
("POLICY STORE UTIL', 'SecurityConstants', 'IGF', 'N',null, 'Security
Constant', 'ofssuser', sysdate, 'ofssuser', sysdate, 'Y',1, 'N',null);

update DIGX FW CONFIG ALL B set prop value =
'ipml.0,ORACLEBI12.2.1.2,GENERIC1.0,IDCS18.2.4"',SUMMARY TEXT = 'Entry
to set IPM,ORCALE BI and IDCS at enterprise level' where category id =
'extxfaceadapterconfig' and prop id='01"';

Insert into DIGX FW CONFIG VAR B
(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,CREATED_B
Y,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_DATE,OBJECT_STATUS,OBJECT_
VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,UI_DEFINITION) values
('HOST IP IDCS', 'OBDX', '<tenant-base-url>’,'Y',6 'set host IP for IDCS
REST

calls','ofssuser', sysdate, 'ofssuser',sysdate,null,null, '"OTHERMODULE', 'O
BDX BU','TXT','{"title": "IDCS Host
IP","validator":"","required":false}');

Insert into DIGX FW _CONFIG VAR B
(PROPiID,ENviID,PROP7VALUE,FACTORYisHIPPEDiFLAG,PROP7COMMENTS,CREATED7B
Y,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_DATE,OBJECT_STATUS,OBJECT_
VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,UI_DEFINITION) values
("HOST PORT IDCS','OBDX','443','Y',6 'set host Port for IDCS REST calls
', 'ofssuser',sysdate, 'ofssuser', sysdate,null, null, 'OTHERMODULE"', 'OBDX B
U','"TXT"', "{"title": "IDCS Host

Port","validator":"PORT", "required":false}');

Insert into DIGX FW CONFIG VAR B
(PROPiID,ENviID,PROP7VALUE,FACTORYisHIPPEDiFLAG,PROP7COMMENTS,CREATED7B
Y, CREATION DATE,LAST UPDATED BY,LAST UPDATED DATE,OBJECT STATUS,OBJECT
VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,UI_DEFINITION) values
("IDCS _CONNECTION SCHEME', 'OBDX', 'https','Y', 'set host connection
scheme for IDCS REST calls
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', 'ofssuser',sysdate, 'ofssuser', sysdate,null, null, 'OTHERMODULE', 'OBDX B
U','"TXT', '{"title": "IDCS Connection
Scheme", "validator":"", "required":false}');

delete from DIGX UM PWD POLICY ROLE MAP where PASSWORDPOLICYID in
('0000001",'9999999");

delete from DIGX UM PWD POLICY where PASSWORDPOLICYID in
('0000001",'9999999");

Update DIGX_FW_ACCESSPOINT set CLIENT_ID =
'<client id of SNAPSHOT client>' where ID = 'APSNAPSHOT';

Update DIGX FW ACCESSPOINT set CLIENT ID =
'<client id of MobileApp client>' where ID = 'APMOBAPP';

Update DIGX FW ACCESSPOINT set CLIENT ID =
'<client id of SIRICHATBOT client>' where ID = 'APSIRICHATBOT';

Update DIGX FW ACCESSPOINT set CLIENT ID =

'<client id of WEARABLE client>' where ID = 'APWEARABLE';
Update DIGX FW CONFIG VAR B set PROP_VALUE = '<tenant-base-url>' where
PROP_ID = 'HOST_IP_IDCS' and DETERMINANT VALUE in ('OBDX_BU','*');

update DIGX FW CONFIG OUT RS CFG B set
CREDENTIAL_STORE_TYPE='credential_impl', CREDENTIAL STORE KEY = 'IDCS'
where service id in ('introspectAccessToken','fetchAccessToken');
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13. Apply Webgate Patch on OHS using OPatch

Download the patch from the below link.

https://support.oracle.com/epmos/faces/PatchDetail? adf.ctrl-
state=hyoym65na_9&patch name=28243743&releaseld=600000000073630&patchld=28243743
&languageld=0&platformld=226& afrLoop=441568515075199

Run below commands on webgate installation.

[devops@obdxohs ~]$% export ORACLE HOME=<oracle-home-path>

Eg. export ORACLE HOME=/home/devops/Oracle/Middleware/Oracle Home/

[devops@obdxohs ~]$ export PATH=$PATH:<oracle-home-path>/0Patch/

Eg. export
PATH=$PATH: /home/devops/Oracle/Middleware/Oracle Home/OPatch/

[devops@obdxohs ~]$ opatch lsinventory -jre <jre-path>

Eg. opatch lsinventory -jre
/home/devops/Oracle/Middleware/Oracle Home/oracle common/jdk/jre/

[devops@obdxohs ~]1$ cd <local-patch-path>

Eg. cd /scratch/obdx/ohs/p28243743 122130 Linux-x86-64/28243743/
[devops@obdxohs 28243743]1% opatch apply

#P @obd: fobd/ohs/Setup/28243743 X
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https://support.oracle.com/epmos/faces/PatchDetail?_adf.ctrl-state=hyoym65na_9&patch_name=28243743&releaseId=600000000073630&patchId=28243743&languageId=0&platformId=226&_afrLoop=441568515075199
https://support.oracle.com/epmos/faces/PatchDetail?_adf.ctrl-state=hyoym65na_9&patch_name=28243743&releaseId=600000000073630&patchId=28243743&languageId=0&platformId=226&_afrLoop=441568515075199
https://support.oracle.com/epmos/faces/PatchDetail?_adf.ctrl-state=hyoym65na_9&patch_name=28243743&releaseId=600000000073630&patchId=28243743&languageId=0&platformId=226&_afrLoop=441568515075199

£ @obduohs/scratch/ob/ohs/Setup 28243743 x
£ 3 Sl 3,

Entery.

&P @obdxohs:/scratch/obdx/ohs/Setup/28243743 X
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14. cloud.config

Go to this location <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/

Eg.
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/

CREATE THE FOLLOWING FILE NAMED as cloud.config:

Replace below parameters in file:
<webserver_host_name>

<webserver_port>

"cloudgateConfig":{
"bootstrap":{
"callbackPrefix":"<connection scheme>://<webserver host name>:<webse
rver port>/oauth/callback”,
"externalIdUrl":"https://<tenant-base-url>",
"refresh_token":false

s

"rest":{
"httpsVerifyHost":false,
"httpsVerifyServer":false,
"httpsCertAuthFile":"",
"httpsCrlFile":""

}
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15. cloud.policy

Go to this location <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/

Eg.
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/

CREATE THE FOLLOWING FILE NAMED as cloud.policy:

Replace below parameter.

<allowed_scope_name_of_scope_protected_in_OBDX_Client_App>

"cloudgatePolicy": {
"webtierPolicy": [
{
"policyName":"default",
"resourceFilters": [
{

"comment":"Test Application OAuth+Logout Filter",
"type":"text",
"filter":"/logout",
"method" : "oauth+logout"

"comment":"Test Application Public Filter",
"type":"regex",
"filter":"/*.js",
"method" : "anonymous",
"headers": [
{
"PolicyName":"$request.policy name"
}I
{

"PolicyResourceMatched":"$request.policy_res"

"comment":"Test Application OAuth Filter",
"type":"regex",
"filter":"/pages/*",
"method" : "oauth",
"authorize":true,
"scope":"<allowed scope name of protected in OBDX Clie
nt App> openid"”,

"idcsscope": "protected openid”,
"headers": [

{

"UserName":"$subject.user.name"
}I
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"PrimaryEmail":"$subject.user.emails"
"PolicyName":"$request.policy name"

"PolicyResourceMatched":"$request.policy res"

"comment":"Test Application Public Filter",
"type":"regex",
"filter":"/¥*",
"method" : "anonymous"”,
"headers": [
{
"PolicyName":"$request.policy_name"
Yy
{

"PolicyResourceMatched":"$request.policy res"
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16. CWallet configuration

[devops@obdxohs ~]$ mkdir <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet

Eg. mkdir
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet

[devops@obdxohs ~]$ cd <oracle-home-path>/oracle common/bin/

[devops@obdxohs bin]$ ./orapki wallet create -wallet <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
wallet -auto login

Eg. ./orapki wallet create -wallet
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -auto_login

You will be asked to create wallet password here.

#P @obdxohs:~/Oracle/Middl

le_Home/ x

[devops@obdxohs bin]$ export JAVA HOME=<jre-path>

Eg. export

JAVA HOME=/home/devops/Oracle/Middleware/Oracle Home/oracle common/jdk/
jre

[devops@obdxohs bin]$ ./mkstore -wrl <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
wallet -createUserCredential CWG id secret key <client-id> <client-secret>

Eg. ./mkstore -wrl
/home/devops/Oracle/Middleware/Oracle Home/user projects/domains/base d
omain/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
_wallet -createUserCredential CWG id secret key <client-id> <client-secret>
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2 @obdx /Middleware/Oracle Home/oracle_cemmon/bin X
crip cd /home

<passphrase> is the password phrase used for encryption. Enter a passphrase in
below command and execute it.

[root@obdxohs devops]# openssl enc -aes-128-cbc -k "<passphrase>" -P -
md sha256

salt=4EBB2F22640F225F
key=701593B3EDEQ07C37FDO9ECB532F7EOES
iv =E5D3D73CED2C624900F952C05BC73A6E

[devops@obdxohs bin]$ ./mkstore -wrl <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
_wallet -createUserCredential CWG enc_key enc <key>

Eg. ./mkstore -wrl
/home/devops/Oracle/Middleware/Oracle Home/user projects/domains/base d
omain/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
_wallet -createUserCredential CWG enc_key enc <key>

Please enter the wallet password given above.

[devops@obdxohs bin]l$ ./orapki wallet display -wallet <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
wallet

Eg. ./orapki wallet display -wallet
/home/devops/Oracle/Middleware/Oracle Home/user projects/domains/base d
omain/config/fmwconfig/components/OHS/instances/ohsl/webgate/config/cwg
wallet
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2 Jdevops/ fOracle_Home/oracle A -
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17. Enabling webgate in httpd.conf
Go to <ohs-domain-path>/config/fmwconfig/components/OHS/instances/ohs1/

Eg.
/home/devops/Oracle/Middleware/Oracle Home/user projects/domains/base d
omain/config/fmwconfig/components/OHS/instances/ohsl/

UNCOMMENT THE FOLLOWING:

include "webgate.conf"
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18. Change in mod_wl_ohs.conf

Go to <ohs-domain-path>/config/fmwconfig/components/OHS/instances/ohs1/
ADD THE FOLLOWING:
<IfModule weblogic module>
WebLogicHost obdxwls.in.oracle.com
WebLogicPort 12003
Debug ON
WLLogFile /scratch/obdx/ohs/logs/weblogic.log
MatchExpression /digx/*

</IfModule>

<Location /digx>
WLSRequest On
WLProxySSL ON
WLProxySSLPassThrough ON

</Location>
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19. Ul Changes
19.1 constants.js:

In Ul deployments, go to channel\framework\js\constants\constants.js file, keep the value of
‘authenticator’ as below.

authenticator: "IDCSAuthenticator"

19.2 idcs-config.json:

In Ul deployments, go to channel\json\index\login\idcs-config.json file, put the appropriate values
of OBDX Client Application in IDCS.

e <name of obdx client app in_idcs> is the client application name. Eg. “OBDXClient”

e <client id of obdx client app in idcs> is client id of client application. Eg.
“00fa15d18cd147398ca4b53f957a4e3f”

e <client secret of obdx client app in_idcs> is the client secret of client application.
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